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Overview of EU Tachograph Regulation
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Evolution of EU Tachograph Legislation

1985 2002 2006 2009 2010 2014 2015 2016 2019
; ; ; >
. R EG Reg. replaced by EU Reg. Potential update "EU Road Package"
Social Legislation 3820/1985 [ 561/2006 [ (Social Regulation,
i Road Charging etc.
AETR Agreement signed 1970 »  DTsfor AETR ging efc)
Tachograph Legislation 35261?;33&5 replaced by » EU Reg.165/2014 ~ Q12018: Update
' Annex 1C (estimated)
extended b
# y amended b | replaced by 7 (voted in Dec 2017)
Technical Annexes EU Reg. EU Reg.
Annex 1 L 1360/2002 1266/2009 - EU Reg.2016/799
Annex 1B Annex 1B Annex 1C
Onboard Weighing — EU Dir. 2015/719
o 10/2011
Coming into force 1986 05/2006 10/2012 02/2014 06/2019

Analogue Tachograph

* Paper discs

* Recording of distance

* Recording of drivers
activities

* Recording of speed

A

Digital Tachograph
GEN 1, Ver. 1

* Chip-cards

* High-security device
* Consistent system
throughout Europe

GEN 1, Version 1

Digital Tachograph
GEN1,Ver.2+3

e 1-Minute Rule

» 2nd Source (IMS)

* New Motion-Sensor

Smart Tachograph
GEN 2, Ver. 1

* GNSS Integration
* Remote Detection (DSRC)
* ITS Interface

* Cryptography Update

* Onboard Weighing

Generation GEN 1, Version2 + 3 GEN 2, Version 1

IMS: Independent Motion Source, GNSS: Global Navigation Satellite System, DSRC: Dedicated Short Range Communication, AETR: Accord Européen sur les Transports Routiers, ITS: Intelligent Transport System
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Tachograph Eco-System - Smart Tachograph

Cards GNSS **
- Driver
“digital tachographs record activities of drivers Y |
. ) i ) - Workshop g
to ensure compliance to social legislation” - Police | & T .
k Vehicle Unit
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Driver’s
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Regulation| Recording

ITS Interface **
(optional)
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Remote Detection **
(Vehicle Front)

/ N\

Road Enforcement
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On-board Weighing System (¥¥*¥)

Independent

P \ Motion Signal *
Motion Sensor
(*)... since October 15,2012 (*¥)... from June. 15%, 2019 (***) ... from May 27th 2021 (Gearbox)
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Positioning

'

."

February 2018 Intellic - IRU Meetmg Brussels Source: http://galileognss.eu/wp-content/uploads/2014/03/Galileo-Early-Services.jpg




INTELLIC

Positioning

» Legal requirement
= Requlation 165/2015, Article 8

= Store geographic positions provided by satellite navigation
system at specific locations in memory of digital tachograph

»Reason wides o, O .
o[ . . . . . End at Braila > @
= Verification of compliance with social requlation | " Ploesu Mt T @Z
» Locations to be recorded 3 hoursacc. & (@

= Position at start of daily working period 7 Rest |nly g
= Current location after three hours of \\/\Md ﬂM
accumulated driving 3 hours acc. III}...) e
= Position at end of daily working period BT e
Start at Sofia S ¥ Bbnrapusa Sien ‘C’Eg:i‘z“
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GNSS Integration in Vehicle: 2 Concepts

Internal GNSS: .
GNSS Receiver is inside

the Vehicle Unit. Only ‘

Vehicle Unit GNSS Antenna

the antenna is outside

External GNSS:
GNSS Receiver is a ‘ GNSS Antenna

separate secured device. I
Connection to vehicle |

unit must be sealed.
,, ext. GNSS Unit

; -
Q,/ft?,&gfk zy Motion Sensor
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Functions based on GNSS Technology

» Storage of particular positions
= Position at start of daily working period
» Current location after three hours of accumulated driving
» Position at end of daily working period

» Independent Source of Motion (IMS)
= GNSS required for IMS-function
= Other technologies (e.qg. similar as currently used) are optional
= No IMS errors in case of bad GNSS reception

» Utilisation for automatic time adjustment

= Since time is provided by a GNSS, the internal clock of the tachograph can be adjusted
automatically

* No time-adjustment errors (time-overlap) in case of bad GNSS reception
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Remote Detection

15
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Remote Detection

» Legal requirement

= Regulation 165/2015, Article 9

» Digital tachograph shall provide information about potential misuse or manipulation while
vehicle is in motion to nearby enforcement facility

» Reason
» Increase efficiency of road-side checks
» Enforcement shall be able to "filter" by-passing vehicles:
"Is it worth to stop the vehicle for more intensive checks?"

» Underlying Technology

= Data transmission between vehicle and enforcement facility
(e.g. driving-by enforcement vehicle or road-side tripod)

= Used technology: CEN DSRC at 5.8 GHz ("Microwave")
* DSRC = Dedicated Short Range Communication

= Widely used for several purposed:
Tolling, Toll-Enforcement, Parking Access etc.
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Use Cases

Use case 1

» Use Case 1:
= Portable REDCR

("Remote Early Detection Communication Reader")

= Similar to speed control

Roadside REDCR

» Use Case 2:
= Mobile REDCR Use case 2
= Similar to mobile tolling enforcement

Mobile REDCR

» Fixed installations on gantries (as used in tolling) are not envisaged
in Annex 1C, but could work from a technical perspective.
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Terminology

» The following names are used in Annex 1C and have the same meaning

» Name of function
= Remote Early Detection
= Remote Detection
= Remote Communication
= Remote Tachograph Monitoring

» Name of Facility
= DSRC Facility
= Remote Detection Facility
= Remote Communication Facility
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DSRC Integration in Vehicle

1. The Vehicle Unit prepares a data
package and encrypts it so that only
Control Cards can decrypt it.

. The data package is transmitted to
the DSRC Facility every 60 seconds.

. The DSRC Facility stores the
received data package. Older data is
omitted.

. Enforcement requests data from
road side with REDCR
. REDCR receives data from DSRC

Facility for decryption and further
interpretation by enforcement.

Vehicle Unit

| % i -
4 Xg&gﬁ( 'Qy Motion Sensor
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Location of DSRC Facility

CEN-DSRC Anterna Location CEN-DSRC Anterna Location

\

\\

.\ )

| i

Annex 1C Amendment of Annex 1C
orange: possible locations

(ﬂ/’u
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Functions based on DSRC Technology

» Remote Tachograph Monitoring
(Annex 1C, Requirement 199)

= Latest security breach attempt

» Longest power supply interruption
= Sensor fault

= Motion data error

= Vehicle motion conflict

» Driving without a card

= Card insertion while driving

» Time adjustment data

= (alibration data incl. dates of the two latest stored calibration records
= Vehicle registration number

= Speed recorded by tachograph

= NO Driving & Resting times !

» Onboard Weighing System (see below)
(Directive (EU) 2015/710, inserted "Article 10d")

= Similar data-transfer mechanism to be used as Remote Tachograph Monitoring
= Data transfer (including encryption) already defined in Annex 1C, complete technical provisions yet open
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ITS Interface
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ITS Interface

» Legal requirement

= Requlation 165/2015, Article 10 Digital Tachograph
= Data access for external devices shall be ‘
allowed at an optional standardised interface
> Reason *ﬁacﬂ
= Allowing usage of tachograph data for external ITS ‘
services respecting data protection rules

Driver Activities /

Card & VU Data /

Continuous GNSS Data /

and other... /

» Technology

= Bluetooth or others

» Potential Use-Cases
* Fleet Management
= Remote Download of Tachograph Data 34 Party External Systems ‘
* Integration with ITS services r | -
= and many others... T

S S
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Remarks on ITS Interface

» The ITS Interface is an optional function and is primarily meant as function
for drivers and companies (no enforcement function)

» Technically speaking the ITS Interface is a function that provides several data
from the digital tachograph to external systems

» Technology used (Bluetooth, Vehicle CAN others) is irrelevant

» Data is differentiated between personal data and non-personal data.

» Data seen as personal, requires the consent of the driver to leave the vehicle

» Data required for enforcement purposes does not need a driver consent of
course
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Security Update / Migration

FAHRERKARTE
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Security Update / Migration (Summary)

» Security system according Annex 1B is very old and requires and update due to
technical progress

» Annex 1C introduces more modern security system based on so-called "Elliptic
Curves Cryptography" (ECC) and "Advanced Encryption Standard" (AES)

» Challenge: How to make Generation 1 & Generation 2 interoperable without
having the need to exchange equipment?

» Solution:
= GEN 2 Tachographs will work with GEN 1 Cards
= GEN 2 Cards will work with GEN 1 Tachographs

» Exception:
= GEN 1 Workshop Cards will not work in GEN 2 Tachographs
= This might be a problem for Non-EU AETR countries if Annex 1Cis not adopted there.

* This might be also a problem for EU transport companies if Annex 1C is not adopted in Non-EU
AETR countries (obligation to use a Annex 1B tachograph)
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Onboard Weighing (OBW)

22 February 2018 Intellic - IRU Meeting - Brussels https://commons.wikimedia.org/wiki/File:Cyprus_road_sign_maximum_single_weight.svg
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Legal Background

» Automatic Function of the vehicle to determine its own weight

» Legal Background: Directive (EU) 719/2015 (Adoption of Directive 96/53/EC)
and Annex 1C

» Excerpt of Directive 719/2015 amending 96/53/EC

Article 10d

1. By 27 May 2021, Member States shall take specific measures to identify vehicles or vehicle combinations in
circulation that are likely to have exceeded the maximum authorised weight and that should therefore be checked by
their competent authorities in order to ensure compliance with the requirements of this Directive. Those measures
may be taken with the aid of automatic systems set up on the road infrastructure, or by means of on-board
weighing equipment installed in vehicles in accordance with paragraph 4.

4.  The on-board weighing equipment referred to in paragraph 1 shall be accurate and reliable, fully interoperable
and compatible with all vehicle types.
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Onboard Weighing - Purpose

» Onboard weighing function is again a pre-filter for road-enforcement.

» Onboard Weighing uses same process as "Remote Detection":

= Creation of encrypted OBW data package in Tachograph-VU (or another device)
* Transfer of OBW data package to DSRC Facility
= Remote communication to REDCR

» Expert Group by lead by DG MOVE is currently working on detailed
provisions (i.e. implementing act) for on-board weighing.

» However, DSRC Facility from Annex 1C includes already transfer to Onboard
Weighing data.

» Security requirements under discussion.
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